npasun
MHPOpPpMaLMUOHHOM
6e30MacHOCTM

|GRDUPIiB|

KAY HE CTATb XXtP iUV,

MPECTYTMTHUKA

HALOEXHbIE MAPOJIA

01

HEOBXOOAUMO:

+ Co3paaBaTb NepCcoHasnbHble (YHUKarbHbIe)
Naponn K pasHbiM cepBucam

+ Mcnonb30oBaTh CNOXHbIE Naponn: MUHUMYM 10
CYMBO/IOB, OAHOBPEMEHHO UMMPbI, CTPOYHbIE
1 MPOMUCHbIE CUMBO/bI, 3HAKU MYyHKTyaUuUn 1
Apyrue CUMBO/bI

+ [oBepATb TO/IbKO NPOBEPEHHbBIM
MeHegKepam naposnen

BE3OMACHbIU WI-FI

HE PEKOMEHOYETCSH:

X Mcnonb3oBaTb NOBTOPEHUSA CUMBO/IOB
¥ XpaHuUTb Naponv Ha 6yMaXKHbIX HOCUTENAX

X Mcnonb3oBaTtb B Ka4eCcTBe Maposis CBOW /IOMMH

(MMa nonb3oBaTens, y4eTHas 3anucb, HUKHENM)

¥ CoXpaHsATb Napo/ib aBTOMATUYECKM

B Opay3epe

X Wcnonb3oBaTb 6uorpamnyeckyto

nHdopmMauuio B naporsne

02

+ OTknouUnTb 06Wmii goctyn k cesoent Wi-Fi
TOuUKe, Aaxe ecniv y Bac «6e3/IMMUTHbIA»
UNHTepHeT

+ Mcnonb3oBaTtb HAaAeXHbIN (CM. BbILLE) Naposib
ans goctyna K Bawen Wi-Fi Touke

4+ [eakTuBMpoBaTb aBTOMaTn4yeckoe
noaktoveHne CBOMX YCTPOMUCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI U CAUTDI

X [MepexoauTb Mo HEMPOBEPEHHbIM CChl/IKam

+ Mcnonb3oBaTb crieynasibHoe nporpaMmMmHoe
obecrnedyeHune (@HTUBUPYC, paclumMpeHue ang
O6pay3epa), 4ToObl n3bexartb noceleHns
COMHUTE/bHbIX CANTOB

X BBOoAuUTb CBOW JIOMMH U Maposb JOCTyMna K

y4yeTHOM 3anucK (CTpaHuLe) unm cucteme
6aHKOBCKOIro 06C/yXUBaHUA Mpu
NoAKNYEHUN K 6eCnNaTHbIM (OTKPbITbIM)
Toukam Wi-Fi B kadhe, TpaHCcnopTe, TOProBbIX
UeHTpax 1 T.A. ;

03

X BBoauTb MHGOPMALMIO Ha canTax, ecnu

coevHeHMe He 3aLumLLeHo (HeT https n &)



npasun
MHPOpMaLLMOHHOM
6e3onacHocTH

BE3OMACHOCTb 2JIEKTPOHHOW NOYTbl

HEOBXOOAUMO:

Moakno4unTb ABYXHhaKTOPHYIO
ayTeHTudunkaumio

Mcnonb3oBaTb MMHMMYM 2 Tuna e-mail
a[pecoB: 3aKPbITblV (TOIBKO A/ MPUBA3KN
YCTPOMCTB U CPEeACTB UX 3aLUUTbI) U
OTKPbITbIY (418 NEPENNCKK, MOLAMUCOK U T.4.)

Ncnonb3oBatb CIMAM-unbTpbI

|GROUP|iB|

Q4

HE PEKOMEHAYETCSA:

X PearnpoBaTb Ha NUCbMa OT HEM3BECTHOIO
OTNPaBUTENA: CKOpPee BCEro 3To crnam unm
MOLLEHHUKM

¥ OTKpblBaTb NOAO3PUTENIBHOE B/IOXEHUE
K MUCbMY: CHa4asa Nno3BOHUTE OTNPaBUTESIO
N y3HanTe, YTo 3TO 3a hann

NCMOJTb30OBAHUE MPUTOXXEHWUWN, COLUCETEU U MECCEHO)XEPOB K@

YcTaHaBnvBaTb NPUIOXEHUS TONTbKO
n3 PlayMarket, AppStore nniv ns
NPOBEPEHHbIX NCTOYHUKOB

O6pallatb BHMMaHME, K KaKUM yHKLMNAM
ragxera rnpuioxeHue 3anpalumsaeT 4OCTYN

O6MeHMBaTbCA COOBLLEHUAMM B COLICETAX U
MecceHaXepax, TONbKO MOTHOCTLIO
YAOCTOBEPUBLLUNCH B IMYHOCTHU
cobecefHunKa, He pearupys Ha
COMHUTESbHbIE NPOCLObLI U NPEeaI0XEeHNS

3ALLUTA OAHHbIX BAHKOBCKOW KAPTOYKMU

XpaHuTb B TaliHe MUH-KOA KapThbl

r]pI/IKpblBaTb NafoHbIO KaBuatypy npu
BBOAE NMMH-KOOa

OhopmuUTb OTAENBHYIO KapTy Ans
OHNaMH-MOKYMOK N HE AepXaTb Ha HEN
60nbLlUNE CyMMbI

Mcnonb3oBaTtb ycnyry «3-D Secure»
N IMMUTbI HA MaKCUMasibHble CYMMbI
OHNaWH-onepauunii .

CkpbiTb CVV-KOf Ha KapTe (Tpex3Ha4HbIN
HOMep Ha 06paTHOM CTOPOHE),
npeaBapuUTeIbHO COXPaHMB €ro

X Pa3MellaTb NepCoHarbHYH U KOHTAKTHYIO
nHopMaLmio o cebe B OTKPLITOM AoCTyne

X Wcnonb3oBaTb yKasaHue reoiokaumm
Ha poTO B nocrax

X OtBeyaTb Ha 0OUAOHbIE BblpaXXeHNS
M arpeccuio B COLICETSX — Mydlle HanuwmTe
06 3TOM aAMUHUCTPATOPY pecypca

X YnotpebnsTb HEHOPMATUBHYIO NNEKCUKY
npu o6LeHnn

X YcraHaBnmBaTb NMPUIOXeHUA C HU3KUM
peVITMHI'OM M oTpuuaTe/ibHbiMM OT3biIBaMU

06

X XpaHuTb NNUH-KOA BMECTE C KapTOYKOM /
Ha KapTo4ke "

X Coobuwatb CVV-koa nnv oTnpaBnaTb
ero ¢oTo

¥ PacnpocTtpaHATb CBOM NacnopTHbIE AaHHbIe
(MHbopmaLmIo IMYHOrO XapakTepa, HoMep
MOOUNBHOro TenedoHa), «/TOrMH» U «Naposib»
AocTtyna kK cuctreme «MHTepHeT-6aHKUHM»

X Coob6uwaTb AaHHble, NO/Ty4YEeHHbIe B BUAE
SMS-coobuLeHunin, ceaHCOBbIE NMaponu, Koa
aBTopu3aumu, naponb 3-D Secure n 1.4.



